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Project Risk Management
“Project triangle”

ORMA Project = Requirements
Q@“%uALWy”C} Ject Rea
Deliverables
9 &
Project | Budget<— Y\ A — Project | Schedule
- J
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Project Risk Management
When and which effort?

INITIALIZE STUDY DESIGN BUILD COMMISSION FINALIZE

b B B B B )

~ Preliminary Requirements elicitation
~\ Master Schedule preparation
Preliminary Cost Estimate/Budget preparation

.'":.g @\ _Preliminary Risk Register preparation

Initiators
/\Qequirements Register preparation

/ \ Coordination Schedule preparation
/ \ Cost Estimate/Budget refinement/update
&&" /\ Risk Register/Analyses preparation

Study Team o .
® &“0. N\ Risk Register updates

Project Team

Risk Definitions

r

Risk

Definition

The effect of uncertainty on objectives.
331000:2009 § 2.1

Can be seen as:
Q Threats, i.e. with negative impact -+ common/reqular meaning

© Opportunities, i.e. with positive impact - often forgotten!
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Risk
Etymology

© From ancient Latin: risicare = reef - risk-snag
Q From (ancient) Greek: pila = root -+ risk-snag
Q From (ancient) Latin: rixa = quarrel, brawl -+ risk-action

Q From ancient Greek: pt{ikév = soldier's pay -+ risk-action

\ Risiko, Risiken
in German &

Iy [
risk-snag
VS

™ Fabio Sabelli (mars 1999) Les risques de ['économie, ['‘économie
des risques. Le point de vue de ['anthropologue. présentation
donnée lors du 7¢ Congrés de la Société suisse de management
de projet a Lausanne, Suisse

Risk
Heatmap

Likelihood x Consequences

Likelihood

Probability of occurrence

Consequence = Impact

risk-action%
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Risk Management
Enterprise RM vs. Project RM

ERM

Strategic risks
Operational risks
Financial risks
Reputational risks
Safety risks
Environmental risks

Project Risk Management
Concept of lifecycle

PRM

Technical risks

related to ’rhew sys‘rem/ roduct
being developed, incl. techlical reqfs.

Programmatic risks

related ‘rg the project:
on schedule, on’budget

External risks

N
for which the project team
has no real control

Non completion —

kS

Producf/sys’(ems reqfs. vs. final deliverablecs)

\ Non appropriateness J

NV
E— Y @]
DEFINITION IMPLEMENTATION N
the s#ud\/ the project

Non compliance —

Project obJecﬁves/needs vs. final deliverablecs)
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.21 PMBOK
@\ PRINCE2
HERMES 5.1
& 21500:2012

Systems Engineering
Handbook nasa/se-200 )5 Revl

INCOSE SEBOK
PHcs s srcsrsosesnsion,
® openSE

Project Risk Management
Standards and methodologies

Ch. 11 pp. 309-354 + Practice Standard
Ch. 8 (4" theme) pp. 75-88

Réle pp. 54-57 + Tdchepp. 104-105
§§2.13,4.2.3.8,4.3.28, —.29,—.30,—.31
§6.4 pp. 139-150
sebocwiki.org/wiki/Risk_Management
ECSS-M-ST-80C July 2008

§I1V.3.5 p. 50

Project Risk Management with €) ODCNSE

3 levels of implementation

3. Advanced approach

2. Intermediate approach
1. Simple approach

The preferred project risk management approach
shall be defined in the Project Management Plan
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The ‘very basic toolbox’

( N
Project Risk Management
The ‘basic toolbox’ Qiiioach

Bullet list consisting
W of risk statements:
Simplified

Risk Register o (risk), however (response)

Unsufficient funding, however initial investigations have shown that
stakeholders are likely to fund this proposed project

Unrealistic master schedule, however discussions in conferences and
workshops have shown that one year to have an experimental setup in
operation is realistic

Technical problems with instrumentation, however according to a few
interviewed experts, the solutions considered are totally feasible

Enhanced experimental setups by other labs, however our scientific watch
shows that this set-up will be very competitive

The ‘intermediate toolbox’

( N
Project Risk Management
The ‘intermediate toolbox’ SRR

X | Spreadsheet table consisting
of risk scenarios:
. Regular
Risk Register

RISK SCENARIO RISK MAGNITUDE RISK RESPONSE

Project Risk Management with ©) OD© NS - Part @ ©289 Pierre Bonnal



Project Risk Management INTERMEDIATE
A 5-step process

approach

JED Agreeing a risk management approach for the project

risk management planning
J¥D |dentifying risk scenarios
risk searching
JED Evaluating their magnitude
risk sorting

JI) Defining responses to these risk scenarios
risk treatment
or risk planning

JIE) Following up the risks as the project progresses

risk monitoring

Step 1 - Risk Management Planning

-

Project Risk Management

INTERMEDhIATE
JED Risk Management Planning T
- j
&’

§ €D of the Project

oo Management Plan
Shall be discussed

with Project Board

Risk aversion
VS.
Risk appetite

Project Risk Management with ©) OD @M S - Part @ ©289 Pierre Bonnal
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Step 2 - Risk Identification

-

Project Risk Management

JB Risk Identification

How to identify
all appropriate
risk scenarios ?

INTERMEDIATE
approach

[ Project Roadmap
D Project Management Plan
Requirements Register
PBS, WBS, RACI Matrix
Project Coord. Schedule
Project Budget Document
D Risk Checklists, Vademecums

222 Subject matter experts

) 4
N

Risk scenario column of
the Risk Register

Doc. screening
Interviews
Delphi panels
Six-hats, etc.

-
-
Project Risk Management
approach
3 project risk categories
Technical Programmatic External
risks risks risks
risks related to risks related to "project strategic risks'
the systems/product the project itself: macro-economic risks
being developed: completion on schedule natural hazards
appropriateness and on budget regulatory risks
and compliance "PESTLE-risks"
-
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Step 3 - Risk Evaluation

-

Project Risk Management

JB) Risk Evaluation

Egk

Project Project

Roadmap Mngt. Plan

Risk Level Matrix

FMAC Analysis, etc.

Jand

approach

Subject

]

INTERMEDIATE

matter  Risk scenarios from
experts  the Risk Register

Y
]

Risk Register with
magnitude columns populated

Risk Level Matrix
Probability P Consequences C
Very unlikely A Negligible .05
Rather unlikely 3 Marginal N
Possible, plausible 5 Significant 2
Rather likely 7 Major, critical 4
Very likely, quite certain 9 Catastrophic, crisis 8
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Risk Level Matrix
Consequences C on budget on schedule
Negligible .05 AC=o0 AD=0
Marginal R 1% < AC< 5% 1% < AD < 5%
Significant 2 5% < AC < 10% 5% < AD < 10%
Major, critical 4 10% < AC < 20% 10% < AD < 20%
Catastrophic, crisis 8 AC > 20% AD > 20%

Risk Level Matrix
Consequences C on the project performance
Negligible .05 Minimal or no consequence
Marginal A Small reduction of the performance
Significant 2 Significant degradation of the performance
Major, critical 4 Technical goals cannot be achieved
Catastrophic, crisis .8 Project cannot be completed

16005
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Risk Level Matrix
S=PxC
@) )
S < 0.05 g low risk
o) i )
0.05 <8 <0.20 8 medium risk
(] ) )
S > 0.20 8 high risk
Risk Level Matrix
p €S 05 a4 2 a4 8
9 .05 .09 .18 .36 72
7 .04 .07 14 28 .56
.5 .03 .05 .10 .20 40
3 .02 .03 .06 12 24
1 .01 .01 .02 .04 .08

16005 || 10 || 11 ]
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Step 4 - Risk Treatment

-

Generic Response Types

Modify objectives

Avoid

Influence probability
Modify consequences
Transfer consequences
Develop continuity plans
Keep options open
Monitor

Accept

Remain unaware

Optimize all the above

Generic Response Types

Reduce or raise performance targets; change tradeoffs between objectives
Plan to avoid specified sources of risk/uncertainty

Change the probability of potential variations, i.e. prevent

Modify the possible consequences of variations, i.e. protect

Transfer consequences to another party, e.g. contract provision, insurance
Set aside means or make other plans to provide a reactive ability to cope
Delay choices and commitments, choosing versatile options

Collect and update data about sources of uncertainty

Acknowledge and accept uncertainty

Ignore uncertainty, take no action to identify, evaluate or handle it

Explicitly recognise the value of selecting an optimal combination

INTERMEDIATE
approach

In practice
4 types of responses to risks
Mitigation Avoidance  Acceptance Transfer
preventive and  bare suppression of no action provision
protective the source of risk  except documentation insurance
measures (precautionary principle) of the risk

Project Risk Management with ©) OD© NS - Part @ Pierre Bonnal
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Risk
Heatmap . .
Prevention vs. Protection
A
(Va]
e
gl |3
AN
sl g
= w
= =
0
© [ N
. ‘ PROTECTIVE MEASURES

\
Consequence 4

Project Risk Management
I Risk Treatment approac

> ) sas EES [

Project Pl'Oject matter Lessons Ri.Sk
Roadmap Mngt. Plan experts learned Register

Doc. screening Delphi panels
Interviews Six-hats, etc.

Risk Register with Continuity
response columns populated Plan(s)
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& Da

Insert  Page Layout  Formulas

2017-04-04 17:22

Risk Label

001 Failure of the subcontractor to deliver the design file in due time A 2-week time buffer has been included

Mitigation

Step 5 - Risk Monitoring

e )

Project Risk Management
IB Risk Monitoring

INTERMEDIATE
approach

Consists of:

Following up the identified risk scenarios

Detecting the emergence of residual risks and engaging the appropriate
actions or Continuity Plans

Following up the implementation of Continuity Plans, appraising their
efficiency

Scrutinizing the emergence of new risks (i.e. these risks that were not
identified during the Study Phase or the early Design Phase of the
project), evaluating them, integrating them in the Risk Register, and
deciding relevant responses

Project Risk Management with ©) OD© NS - Part @ @089
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The ‘advanced toolbox’

-

Project Risk Management
The ‘advanced PRM toolbox’

ADVANCED
approach

coordination schedule

Various
simulations -
and analyses —

X)

_Enhanced
Risk Register

_DB-based
Risk Register

M
j / onte Carlo simulations

http://app.riskgap.com

RISK MAGNITUDE

RISK SCENARIO BEFORE

RISK MAGNITUDE
RISK RESPONSE | RISKMAGNIT

< C Y @ Secure https://app.riskgap.

ductyall/risk

RiskGap = A Projects ® Products  # Portfolios

O Projects CanNet Pilot Project (CanNet)

E Register

No one interested to bid GEdit

Risk health: [ Find out why

B Identification $ Assessment

$ Assessment

CanNet-01: No one interested
to bid

CanNet-02: Lowest bid 10%
higher than dedicated budget

CanNet-03: Lowest bid more

[ Register templates

= Tasks

Frsebty 140
0

tahn 25% higher than
dedicated budget $1$)
CanNet-04: Some issues at 20,000
debuging the control software

W state

Risk strategy

4 Company @& Peiro

Wi Charts & o )

Ol(days) 2 Team

50 1

Details

2 Assigned to
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~N
V7777 R S BTN Y L 77 4 e P
W; Riskgap x o m & Riskgap x4
<« C O @secue https/.. % GO &£ O ® H <« C O @ Secure htpsy//.. % | (O & O S{C©
1 - Almost unbelievably. 1-There is no impact on project scope,
2-That had never happened, but it could Save quality, budget and schedule.
happen in exceptional situations. 2 - The slight impact on project scope, quality,
3-That had not happened, but can occur budget and schedule.
with a combination of adverse conditions. 3-Delayed delivery or cost increases of up to
B 4 - Nothing suggests to this event, but you Probability (1-10): 3 10%, No more changes.
are anxious and have a premonition. 4 - Delayed delivery or cost increases to 10-
5 - Fifty fifty... o) 20%, the loss of secondary project outcomes.
6- It happened in the past, but there are no 5- Delayed delivery or cost increases to 20-
signs that it will happen in this project. 30%, the loss of secondary project outcomes.
7 - It happened in the past, there are signs 6 - Delayed delivery or cost increases to 30-
Impact (1-10): 7 @ that it is possible in this project. 2 40%, the loss of the key project outcomes.
8- This often happened in the past, people 7 - Delayed delivery or cost increases more
say that it will happen at this time. than 40%, the important part of the product
9 - Everyone says it's going to happen soon, is lost, but it the product is still needed
Impactin$ there are objective signs of danger. Impactin $ 8- Delayed delivery or cost increases more
10 - Consider that it has already happened. than 50%, the important part of the product
is lost, and the product is almost worthless
20000 20000 9 - Delayed delivery or cost increases more
than 90%, the project is almost canceled, the
N . product is almost not needed, the customer is
Impact in days Impact in days G
10 - The project is canceled, the losses many
50 50 times exceed the budget, the product is lost,
the teamiis fired, revenge and destruction
(o
~
N
Project Risk Management ADVANCED
approach
A 7-step process
JED Agreeing a risk management approach for the project
J¥D Identifying risk scenarios
JE) Evaluating their magnitude (before)
JE) Defining responses to these risk scenarios
JIB) Re-evaluating their magnitude (after)
JID Running relevant simulations and conducting risk analyses
S risk quantification
JED Following up the risks as the project progresses
Running additional risk simulations
and conducting additional risk analysis
J

Project Risk Management with ©) OD© NS - Part @ Pierre Bonnal
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Step 6 - Risk Quantification

e N

Risk quantification

Four approaches for dealing with probabilities:
@ Classical approach

@ Mathematical approach

© Frequentist approach

) Bayesian approach

Risk quantification

Four approaches for dealing with probabilities:

@ Classical approach:

The probability P(A) of an event A is the property that determines
its frequency of occurrence.

E.g.:

P(head ) =P(tail)=1/2
P()=P(E)=1/6
P(Gdand ) =1/36

Project Risk Management with ©) OD© NS - Part @ Pierre Bonnal
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Risk quantification

Four approaches for dealing with probabilities:
@ Mathematical approach:
P(A) is a number that obeys the many axioms of the theory

built up by A. Kolmogorov in the '30s:

0<PA) =<1
P(Av B)=P(A) + P(B)
YPA)=1

Risk quantification

Four approaches for dealing with probabilities:
@ Frequentist approach:

P(A) is a limit over a set, when the number of elements of this set
tends to co

Project Risk Management with ©) OD© NS - Part @ Pierre Bonnal



~
Risk quantification
Four approaches for dealing with probabilities:
= Bayesian approach:
P(A) is the degree of belief in the occurrence of an event
-
~

Project Risk Management
D Risk Quantification

) e 1N B
- Subject

Ris matter Lessons Eventually
Register  experts learned  all project docs.

Mathematics toolbox Monte Carlo simulations
(probabilities, combinatorics) Decision trees, etc.

g

Risk Risk
Simulation(s) Analysis(-es)

Project Risk Management with ©) OD© NS - Part @
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Step 6’ - Risk Analyses

-

Probabilistic Project Scheduling

Monte Carlo-based schedule assessment

Identifing a probability
distribution function for ESD
each activity duration

ADVANCED
approach

EFD

0
Using a random number
generator for setting activity
duration based on their PDF, P
then computing the activity o1
network several thousand 100%
times 759%

S-curves (cumulated PDFs)
can be generated from the
computed data for a few

relevant milestones

Project Risk Management with ©) OD© NS - Part @ ©
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Probabilistic Project Scheduling ADVANCED
d roac
Monte Carlo-based schedule assessment i
kD g = B scheduling_MonteCarlo Q- ©-
Home Insert Page Layout Formulas Data Review View Developer &t Share v
F101 : fx  11.5418628768893 v
A B C D E F G H | J K
earliest earliest run | project ]
1 task start date  finish date no.  duration summary
2 A 0.000 5.000 1 14.675 <1 0
3 B 0.000 6.567 2 12.392 <12 14
4 C 5.000 13.410 3 15.229 <13 34
5 D 6.567 9.501 4 12.185 <14 48
6 5 16.417 <15 70
7 project duration | 13.410 | 6 16.431 <16 82
8 7 12.984 <17 100
9 Nwhﬁemﬂﬁ | 8 14114 <18 100
an U n 4Ac ccn
98 97 14.822
99 98 12.380
B
100 99 11.886
101 100 | 1 1 '542 .l o &E‘ before opening the file?
102 1 = ourcompute I
4 » Data Results + W w:::g mm‘ ‘,’: St
| Select destination and press ENTER or choose Paste Enablefacros Do Not Open
-

DO
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Probabilistic Project Scheduling

Monte Carlo-based schedule assessment

ADVANCED
approach

[ X X ] Visual Basic Editor
3 Sub Produire_Statistiques()
» 47 VBAProject (Scheduling_MonteCarlo.... Din I As Integer
Range("C7").Select
Selection.Copy
For I =2 To 101
Range("F" & Trim(Str(I))).Select
Selection.PasteSpecial Paste:=x1Values
Next I
End Sub

Lo Add References ....

Probabilistic Project Scheduling

Monte Carlo-based schedule assessment

ADVANCED
approach

%] = B scheduling_MonteCarlo Q- ©-

Home Insert Page Layout Formulas Data Review View Developer &t Share v

120 1
100

80 /
. 7
40
20 /

<1 <12 <13 <14 <15 <16 <17 <18

4 » Data Results +

Select destination and press ENTER or choose Paste 23] — — i — 70%
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N
At CERN (in the A&T Sector)
‘ Linac4 Project Risk Analysis
Conducted in 2009 using the Siemens' SIRA methodology
Uncertainties
Unmanageability
Unpredictability
= Impact
Probability
m before Mitigation
m after Mitigation
Project. Information Impact
*Project Name M before Mitigation
=Number of Risks and -
Uncertainties mm after Mitigation
U,
N
At CERN (in the A&T Sector)
‘ Linac4 Project Risk Analysis
Overview of cost impact before mitigation
1
Probabiiig Risks of budget overru.n
compared to overall project cost
estimate (baseline 2009):
= 5 high risks
= 12 medium risks
= 63 low risks
0% T
CHF 1.000 CHF 10.000 CHF 100.000 CHF 1.000.000 CHF 10.000.000
@ LowRisk () MediumRisk @ High Risk O3 aualitative Risk
J
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At CERN (in the A&T Sector)
‘ Linac4 Project Risk Analysis
Overview of cost impact before mitigation
e e
, L
065 | BEAM - LEBT - Emittance meter d
uaulosdl F——r— \ ‘ 191 | PRO - Supplier for new klystrons
ump in BS4 - Absorbed doses . 194 | PRO - Design changes after
002 | INFRA - Cables - Pricing issues contract award to supplier
Lo de o ormr o) \t‘ 005 | INFRA - Ventilation - Availability of
9 \ . companies in tendering phase
192 | PRO - In-kind
—
3
At CERN (in the A&T Sector)
‘ Linac4 Project Risk Analysis
Overview of cost impact after mitigation
Probability
7
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At CERN (in the A&T Sector)
Linac4 Project Risk Analysis
Monte Carlo simulation on cost impact

e

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

seessssesssses

With 80% confidence, the impact value is

- below 6.1 m CHF (before mitigation)

- below 4.4 m CHF (after mitigation)
(Mitigation Costs not included)

cseess

Note: One opportunity is included.

Project Uncertainties can not be considered in
the Monte-Carlo-Simulation as they are non-
monetarily assessable risks.

-CHF 2.000.000

a

120 | BI - Manpower 098 | Bl - Optics perturbation —
during commissioning Compensation & Chicane fall time
119 | Bl - Manpower during 025 | RF - Low-level RF-system -
preparation (studies and build) Prototyping of structures
Manageability High () § Impact

CHF 0 CHF 2.000.000 CHF 4.000.000 CHF 6.000.000 CHF 8.000.000 CHF 10.000.000

At CERN (in the A&T Sector)
Linac4 Project Risk Analysis
Uncertainties

223 | MGMT - Management
line above Linac4
219 | MGMT - Fragmen-tation| |
of WBS T ——

226 | MGMT -
Temporary staff .

027 | RF - Low-level RF-System —
Field stability -

227 | MGMT - Technical coordination - Role
definition and interfaces

225 | MGMT - Management of information /
Configuration management CDD and EDMS
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